Al and Cybersecurity
Exploring the intersection of Al and Cybersecurity
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Whatis Al?

Artificial Intelligence (Al) is the branch of computer science focused on building systems capable of
performing tasks that typically require human intelligence. These tasks include:

Problem-solving: Finding solutions to complex issues.
Learning: Gaining knowledge and improving from experience.
Reasoning: Drawing logical conclusions from data.

Perception: Interpreting sensory inputs like images and speech.

Language Understanding: Processing and generating human language.

Machine Learning (ML): ML is a subset of Al that uses algorithms to enable computers to learn from
data and improve their performance over time without explicit programming. For example, spam filters
learn to identify phishing emails by analysing patterns in message content.

Deep Learning (DL) DL, a specialized subset of ML, employs neural networks with multiple layers to
analyze large and complex datasets. It excels in areas such as image recognition, speech processing,
and anomaly detection in cybersecurity.
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Introduction to Al and Cybersecurity
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Artificial Intelligence (Al) and cybersecurity are
converging at an unprecedented rate, creating new
opportunities and challenges for individuals and
organizations alike.

Al enhances cybersecurity by enabling faster threat
detection, predictive analytics, and automated
responses. However, the integration of Al introduces
complexities such as algorithmic biases, ethical
considerations, and advanced attack vectors.

This presentation explores the evolving intersection of
Al and cybersecurity, highlighting practical
applications, risks, and future trends.



Common Threats and Vulnerabilities

......
. . .
"X

.

..........
.

.......

,,,,,
......
ooooo
-----

.......
......
,,,,,,,

......

|| Ii' Nelson Al Sandbox

Phishing Attacks: Cybercriminals use deceptive emails or websites
to trick individuals into revealing sensitive information

Malware: Malicious software, including viruses, ransomware, and
spyware, designed to damage or gain unauthorised access to
systems

Password Attacks: Attempts to steal or crack passwords to gain
unauthorised access to systems

Insider Threats: Employees or contractors who intentionally or
unintentionally cause harm to the organisation

Man-In-The-Middle (MITM) Attacks: Interception of communication
between two parties to steal data (Using wifi, Spoofing, etc)

Advanced Persistent Threats: prolonged cyber-attacks, where
attackers gain access and stay dormant until activated

Zero-day Exploit — Attacks exploit the previously unknown
vulnerability in software, before developers issue a patch



Essential Cybersecurity Measures

* Access Control Implement robust measures such as:

* Multifactor Authentication (MFA): Combining something you
know (password), something you have (security token), and
something you are (biometric).

e Zero Trust Architecture (ZTA): Trust no device or user by default;
validate every access request.

* Encryption Use advanced encryption standards to secure data in
transit and at rest. Emerging technologies like post-quantum
cryptography are essential for future-proofing against quantum
computing threats.

* Behavioral Analytics Leverage Al to track user and system
behaviors, identifying unusual patterns that may indicate potential
security breaches. For instance, detecting an employee accessing
large volumes of sensitive files at odd hours.
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Al Techniques Used in Cybersecurity
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Machine Learning

Machine Learning is used in cybersecurity to detect anomalies, phishing and
malware activities. It can also be used for predictive analysis and automated
security incident response.

Natural Language Processing

Natural Language Processingis used in cybersecurity to analyse and identify
patterns in natural language data, such as phishing in emails and chat logs. It
is also used in threat detection systems or inappropriate words; and
searchers and acts as a block and filter. NLP includes Text, Image, Video,
Contextual real time processing

Deep Learning

Deep Learning is used in cybersecurity to detect threats and attacks that are
hidden within large datasets. It can also be used as an intrusion detection
system, behavioral. This is also used to filter or block out malicious and
inappropriate content. This is vital to maintain professionalism and
reputation



Advanced Expert Systems Components
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ATP (Advanced Threat Protection)

ATP solutions are designed to prevent, detect, and
respond to sophisticated cyber threats. They integrate
multiple security technologies to provide
comprehensive protection. From Microsoft defender to
specialised defender protections.

Zero Trust Architecture (ZTA)

A security model that assumes no user or device is
trusted by default, requiring continuous verification of
every access request. ZTA are mostly linked with
networking, and holding monopoly Cisco Zero Trust,
Palo Alto Prisma are popular, Okta identity cloud
specializes in Cloud-based architecture



Automated Response Systems

How do Automated Response Systems work?

- * Automated response systems in cybersecurity are designed
/ \ to detect, analyse, and respond to security incidents with

-
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minimal human intervention.

These systems start by continuously scanning the entire
network, collecting data, and monitoring for potential threats.
Using rule-driven logic, artificial intelligence (Al), and machine
learning (ML), they analyse the collected data to identify and
categorise threats as either false positives or legitimate.



Automated Response Systems
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How do Automated Response Systems work?

Once a threat is identified, the system executes predefined
responses, prioritising actions based on the severity of the
threat.

This may involve isolating affected systems, blocking
malicious IP addresses, or terminating suspicious processes.

The system integrates with other security tools, such as
Security Information and Event Management (SIEM) systems,
to enhance overall security.

Additionally, Al systems continuously learn from new data to
improve their detection and response capabilities over time.
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Automated Response Systems
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Benefits of Automated Response Systems

* Automated response systems offer several benefits.

* They can quickly detect and respond to threats,
reducing the time to mitigate incidents.

* These systems provide round-the-clock defence,
ensuring continuous protection even outside of
regular working hours.



Automated Response Systems

Benefits of Automated Response Systems

| * By automating routine tasks, they minimise the risk of
human error and generate actionable threat

intelligence, providing real-time insights to security
teams. Swiftly addressing threats helps minimise
system downtime caused by cyberattacks, and they
reduce the workload of security personnel, allowing
them to focus on more complex tasks.
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* However, it’'s important to note that as cyber threats
- - evolve, these systems must continuously adapt and
improve to remain effective.
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Potential Biases in Al Algorithms
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What is Bias in Al? Al bias occurs when algorithms make decisions
influenced by prejudices or incomplete data. This can result from:

e Skewed training datasets.
* Implicit human biases during model development.

* Lack of diverse perspectives in Al design.

Impact of Biases in Al Algorithms

* False Positives/Negatives: Biased algorithms might incorrectly flag
legitimate activities as threats or miss actual vulnerabilities.

* Discrimination: Bias in biometric systems could deny access to
certain groups, leading to ethical and operational challenges.

Mitigating Bias
* Use diverse, representative datasets.
* Conductregular audits to identify and address biases.

* Implement human oversight during decision-making processes.
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Equitable A.l
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Reducing Bias according to WEF and Harvard
Business Review:

 Diverse Representative of data sets avoids
skewness of results, Constant algorithm audits will
enhance fairness, and one of the best methods is
Blind Taste Tests, which deny algorithms from
entering biased data and cause more improvementin
monitoring and refinement in the future.

* Human oversight would be the common method of
ensuring the reduction of biases however, it’s a
controversial step that increases the biasness
according to trainers or organisational perception

Impact of Biases in Al Algorithms

* Biasesin Al algorithms can have serious implications
on the accuracy of predictions and decisions, which
can in turn lead to a negative impact on cybersecurity
measures and other fields.
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Adversarial Attacks on Al Systems
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Adversarial Attacks

Adversarial attacks are deliberate attempts to deceive or
manipulate Al models by exploiting their vulnerabilities.
Attacks can undermine the integrity, reliability, and
security of Al systems, posing significant risks across
various applications

Types of Adversarial Attacks

Evasion attacks are manipulation of Al leads to incorrect
decisions, while poisoning includes malicious injection
and Model inversion looks to access sensitive
information while model stealing includes replicating it
by queuing it, to create its own

Prevention of Adversarial Attacks

Prevention of adversarial attacks includes adversarial
training, regular updates data sanitisation, input
validation, and model hardening.



Ethical Considerations and Data Privacy

||‘|' Nelson Al Sandbox

Personal Data Collection

The collection and use of personal data by Al in
cybersecurity is a major area of concern, as it raises
privacy issues and potential misuse of sensitive
information, as well as the effectiveness of Al being
reduced to privacy restrictions.

Most governments, especially the European Union,
need the informed consent of users, transparency on
how decisions are made, organisations carry
accountability for the decisions made by Al, and
breachers may result in penalties and legal
implications

Ethical Al Practices

Ethical Al practices are essential to ensure that Al
which includes privacy, transparency and Regular
audits

16



|

Steps to Integrate Al Into Existing Systems

Integrating Al into existing systems involves several
steps:

 Data preparation, where the data is collected,
cleaned and preprocessed;

* Model development, where machine learning
models are selected, trained, and optimized; and

* Deployment, where the models are integrated
into existing systems and monitored for
performance.

' Nelson Al Sandbox
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Best Practices for Using Al in Cybersecurity

1. Integrate security practices throughout Al system

€ N development life cycle

4 '
o BT <% 2. Preventdata leakage (Privacy and Encryption)
e i ok
i = 3. Ensure compliance

SO e Dy T e L RN 40 Monitoring, Iterations and Validations

. 3 \ ? \ i,,/ -/,;, T R St o W, . L /

.t 3 >3 of & '-'/" ' . /m/ V’ : '- '-I";)A.':‘n . ‘ll;:'l-' : "“l"b‘.“ o
o A Cha g g e ) Uk ole =5 5. Human and A.l collaborations

‘%' Nelson Al Sandbox

18



Real-World Applications of Al in Cybersecurity
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1. Threat Detection and Prevention: Al tools like CrowdStrike and
Darktrace use machine learning to identify potential threats in real-
time, minimizing damage.

2. Phishing Detection: Natural Language Processing (NLP) analyses
email content to detect phishing attempts, protecting users from
scams.

3. Automated Incident Response: Platforms like Microsoft Sentinel
automate responses to security incidents, reducing response times
and human workload.

4. Fraud Detection: Al systems analyse transactional data to flag
unusual patterns, helping banks prevent financial fraud.

5. Enhancing Endpoint Security: Al-driven solutions protect devices

from malware by continuously analysing behavioural patterns.

19



Emerging Al Threats and Technologies in Cybersecurity
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Large Language Models (LLMs), are being used to
detect and respond to threats more effectively.
These models can analyse vast amounts of data to
identify unusual patterns and potential threats in
real-time.

But among the most feared reputational hazards is
the misinformation from Al including Deep Fakes
where it creates content to harm reputations,
these are threats to individual and cyber security

20



Emerging Al Tech in Cybersecurity in Distant Future
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Quantum Computing: Quantum computing promises
revolutionary advancements in cybersecurity. While it can break
traditional encryption methods, it also enables:

 Stronger Encryption Protocols: Post-quantum
cryptography to withstand quantum-based attacks.

* Faster Threat Analysis: Analysing vast datasets to detect
anomalies in real-time.

Federated Learning This decentralised Al technology allows
organisations to train models collaboratively without sharing
sensitive data. For example, financial institutions can enhance
fraud detection systems without compromising customer
privacy.

Decentralised Al Systems Future Al systems will use
blockchain technology for secure, transparent, and tamper-
proof operations, enhancing trust in cybersecurity applications.

21



_/ﬂb-é:d:-‘t(6 Dd2c), \Ww 2 bg 56C2 A e B T SF g cs:gzw
TO?B6¢
S6DECE @ C>D Spc 8 - 2 E96:C 6
4E2CC2°86>6’E ] Essiif Eeé'“’ o hde Ee be >g2x @ 2c6 Ew ; Ev
et X x 2 Egers €C 12= 604626 ot 2==J goq
e 37@(:601':35234JE@Q9C@>6 3 8676 220 5 46 e3( 2 >32x],°
. b i 246 W=@C:D\=.
5C DA 492786[9 —6>FC6>FCD[ 252A:7@¢>p 2LEs S Beg Gies By s
o2 E9QF89E s H:GG?
E9:D 28D)2=goqr
89
iDE@4626],a. ~2 5.0 @E96C e ESDED 225 -~ cedacs
s WeH6G6C
P7C:42 46 azck @7 t - % 76DD:=D ¢ |25282045¢ 206 24EF2 by
= o . ==J DE:
8

166 @C:8:2 Eg6:
:CWO' e_ >J2X[ p2
B P?E2C4E: =
#36EH662 AGDD6D2E6S :2 prc.4y scerse e 291 225 x25:2 HO3_-h. 53281 8., oo
& >J32( 926 5 e 22

E¢ - amag
HQF= ‘-’EF’ :E:6D P2
E96FA%E gg S361F=5 36 DEmAacess ™

2AACRI: >255,J ) A%

i =6>FC 9228D

125 H:E9 o .
E92? ce> 2 E : > 7
2 C66 =:>3 37 2== 7 d
D 28@ {6>FCDJ2x p =:76 c2:: SFC s _.<6c§5eb;e§;>elcz°8 o5 ml s

¥ 32 : 1
33528 ”DA64§§(9;2G :@C 22 o o= 2220 ea6? 82342960 D:>15 3estn N
& G e ; 5 >@§§2@ =@8J WEFEH2CS5 2AA62C2246X C:G2=D E92E @7 E96 >2<6JD 225
@7 ? 1252> >@FD6 D
Wbd_-cc_ =3X pC4926@:25C:D 7@2EQJ202%: [,bb. 66@=G65 5:66CD6
DE2?5 @FE 7Ce> :EJ[ 225 F?:BF6 E2E:(70 EQ =@42= 4=:>286], 'h.,bc. (6SFCD =24< 23
bl 6? 2== @E96C AC:>2E6D],bd. s:776C62E EJAGD @7 9266 > ii: 225
£.,be. 5FC: (K2E:(? WC6=2E:G6 3C2:? D:KX| 42E96>6C2-::. W24B:G:EJ 52 275 2:89
§=J 4@>>@? >2EGDtIEC6>6 C6DRFCA6 =:>:E27:070 225 D62DR22= 3C665:28 2C6 2=DA ESAFBOE EE 9266 8:C
=6G6=D @72AA62C2246X : 6 :2= 5@>:22246[ 06 :D>[ 225 4@>A¢
28@2:D>[ DF49 2D DA6C> 4@>AGE:E:@2],be. q67@C6 E96 2CC: cz-smss 2 CEF89=J
~@F89 D=2D9\2?5 24CEDD E9% : D:EE-6CD BF: 402

om— 1>
=] <?@H? =@42==J 2D E2GJX[ C6DEC:4E: 28 E@
ey [ DB i 4F‘:§§g w e 5:G6CD:EJ 2?5C2: 27@C6DED @7 E96 62DE 4:225& H96C6 ACS‘:
il . .
92G60e492c22i:?52£96:c : " SGDA:E6 E96:C 2°0:: 4 H62E96C:78 61 i
Q7 C6DF=E65 :? =6>FC A@AF=2E:@?D 564=:2:78 2 it <

; b ., bb.,ba. 2286
M- 6o 2 ST o EOC62E6265 (C 6252786C65] &2=60D 492
22E =6>FCD

E9%
> Wbd_ >: 5:G6CD:EJ $¢

e2=J

E92E 0 668=G6S :2 :D8=2

R bh. &?
?E:?F6], ~2086¢ E92

8:
=6>FCE:= C6462E=J|
7@c>D E92E H6CE

=6>FC °:
p==f

24E g
< g 6=2E:G6D] /b’ - E:G6 SFC:28 E96 52
HG:Z e 7862[) D667 ¢ w20 CO-OTeEE D reoE B8 026 3667 24 i
@>6 a__ <8 Wee_ 246 778
6 E96 =:G:28 7€C 2»320‘25;8%42“ 49:49 2C6 SGG@;?SG 1 orC DiKED
—67E F? DFAAGCE b . (2c86 A2CED € 4@G6C:?8 E96 C6DF
@“FA:65]'5565 a_ »: 6 £96 SF 6 £67E6C
2 25282042 .=:E:6D =:< 96:C >:1 @
- 2:496D " :? H6 23:=:EJ 225 e C:>2E6D] ,6Dezc49 724: E
74c62D65 @FCc DE23: @7 E96D6 A 2 >A8 @2 AC:>2E6 22 59”895
@2?DF?5 206 EC25:E€22 P
4E:@? :E9 e =604676
sng(G:F pC492:ED 092C65 M0 6c2 26 wde @ be >IX € st e cx AC:>2E6D] 39:D
A64égD 2 20 D42C]'7@E>D spC:?8 E96 £€46%0 7 @@s94@>3[ e< : %
<?@H? E@ .g:6D F?
>2Er;»ﬁ4:2” 65 cc2286>67%E @ B66E9 [ 56946 ¢ a7 £96 DECEAD £e @”‘@.CEF?'E'G
& 5 DECF4E2CCET e F96 ACED6246 © 8:662 ' caaacE6S 3 g

'|' Nelson Al Sandbox

Predictions and Future Outlook

Al and Cybersecurity Evolution

Al and cybersecurity will continue to evolve in the
future, leveraging advanced technologies like deep
learning, machine learning, and natural language
processing to enhance security and mitigate cyber
risks.

Al-Powered Security Analytics

Al-powered security analytics will help organizations
to detect and respond to cyber threats faster and
more accurately by analyzing large amounts of data
and providing actionable insights.

Automated Incident Response

Al and machine learning will be used to automate
incident response, reducing the time and effort
required to mitigate cyber attacks and improving the
overall security posture of organisations.
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Preparing for the Evolving Landscape

Staying Informed

In order to keep up with the evolving landscape of Al
and cybersecurity, organisations must stay informed
about the latest trends and developments in the
field.

Adapting Practices

Organisations must adapt their cybersecurity
practices to keep up with the evolving landscape of
Al and cybersecurity, including strengthening their
systems and processes to better mitigate against
cyber threats.

||‘|' Nelson Al Sandbox
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Conclusion

Key Takeaways

* Opportunities: Al enables rapid threat detection, advanced analytics, and
automated responses, revolutionising cybersecurity.

* Challenges: Balancing Al’s access to data with privacy concerns remains critical.

* Future Outlook: As cyber threats evolve, integrating ethical Al practices and
leveraging emerging technologies like quantum computing and federated learning
will be essential.

Call to Action:
Organisations and individuals must stay informed, invest in advanced Al
technologies, and foster collaboration between human expertise and Al capabilities.

By doing so, they can strengthen their cybersecurity posture and effectively navigate
the challenges of a rapidly changing digital landscape.
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